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AML TRANSACTION MONITORING 
COMPLIANCE & RISK SOLUTIONS. 

 
 

Demystifying False Positives 

 

Part #02 

 

False positives can’t be eradicated, but can be reduced to a certain extent by using advanced 

technological tools. A system is considered to be efficient if it can limit the occurrences of false 

positives without compromising on the false negatives. A false negative is a case where a 

transaction is associated with an entity or individual having connection to sanctions or adverse 

news is not detected by the system. For example, a payment to a sanctioned entity in India 

might not be detected by the system for numerous reasons. 

 

There are two ways of reducing the occurrences of false positives. One is the KYC personnel 

implementing the best screening practices and other is through improving the quality of data 

and using the data mining techniques. 

 

Listed below are a best practices that can be used to reduce the false positives: 

 

1. Gather complete information on the customer: If screening is performed on incomplete 

customer data, the chances of false positives are higher. So FIs need to ensure that they collate 

all the necessary information on the customer before performing screening. For example, Set 

1 would throw up more false positives than Set 2 as the latter has more data points to be 

cross-checked. 

 

Attributes Set 1 Set 2 

Name John S John Smith 

DOB 1976 4/6/1976 

Place of birth USA Denver, USA 

Gender - Male 

 

 

2. Exclude local names: Address is not unique information for identifying an individual or 

entity, and such screening increases the risk of false positives. Hence as best practice places 

such as a street address, states, provinces, zip codes, and postal codes, should not be included 

while screening. 

 

3. Exclude short version of names: Exclude short forms of names such as Jim/Jimmy, 

Dave/David, Nick/Nicolas, Ash/Ashely as they are very common, and contribute to a significant 

amount of false positives. 
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How data can help reduce false positives: 

 

1. Data quality: Data is the foundation of a FIs compliance program. Bad quality data will 

result in poor results irrespective of the number of strategies implemented. For this reason, 

addressing data quality is a crucial component of the screening process. Methods such as 

profiling, auditing, and text analysis can be used to authenticate data, remove blank spaces, 

and possibly incorrect characters. These capabilities enable FIs data to be optimized to match 

rules, which not only will it save FI from wasting time and resources by reducing false positives 

— but it will also help identify true positives that can otherwise be missed. 

 

2. Data mining: FIs handle huge chunks of customer data, and with each passing day more 

data is added. Data mining can be used to interpret huge data sets and build customer profiles 

of different groups of the existing data, which can then be used to build rules and models to 

predict the risk posed by the customer.  

 

3. Demarking useful and useless data: FIs need to implement algorithms that can 

differentiate between the data useful for the screening and the one that is not. Below is an 

example of how the data demarking could reduce false positives to a large extent. 

 

Input Record Without demarking With demarking 

Bank refund to 
Al-Hasim Petroleum 

Assumes “Bank refund to” 
as name of the entity and 
increases false positives 
 

Captures true names 
 
Al-Hasim Petroleum is 
identified as an sanction hit 
 

Akira Sharapova and Elina 
Kirav DB 11/7 Ukraine 

Screens the entire name 
and  
creates a lot of false 
positives  
 

Creates two separate 
records for screening 
 

 Akira Sharapova 
 Elina Kirav 

 
Reduces false positives  

 

4. Exceptions to be added to good guys list: FIs need to ensure that the false positives 

exceptions are added to the good guy's list. This would reduce the volume of false positives 

as the name would be bypassed for screening. 

 

Looking forward: 

 

False positives are not completely stoppable; however, the possibility can be reduced to a 

certain extent. It is a real challenge for financial institutions to identify true hits and false 

positives and screening solutions must be consistently correct and return a low rate of false 

positives while keeping the operational costs as low as possible.  

. 
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Energica’ AAIMS  :  Automated Alert Investigation 

Solution (AML Compliance & Risk Solution) 
  

AAIMSTM is an Automated Solution to replace the current manual alert 

investigation process.    

 

It is a confluence of cutting edge technologies and a wealth of 

knowledge accumulated on AML Alert Generation & Disposition 

functions over a significant period of time.  

 

All alerts generated by the transaction monitoring systems are 

processed to detect potential suspicious activity and escalated to 

compliance heads.  

 

AAIMSTM employs a methodical approach through   

 Sophisticated Rule & Decision Engines 

 A powerful Online Adverse Media Search Engine 

 Integrated Work flow 

 Analytics 

Our solution can be customized and optimized for any changes 

to regulations, scenarios, rules and red flags. 

 

Energica’ Transformation Advisory Services 

Learn more about Energica’ AML Risk & Compliance Products, Solutions & Analytics Services 

We would love to hear from you and show you how our digital platforms and automation 

solution accelerators like Aaims, eKYC and our Analytics Services can help your Compliance 

and risk management team to deliver benefits and strategic value very quickly.  

For further details /or/ Solution Demo:  

Please Contact Ramesh Somasundaram,  

Founder & CEO, Energica ASPL,  

@ +91 99620.55678 or write to ramesh@energica.io   

 

Please Contact,  

Director, AML Compliance & Risk Solution, Energica ASPL,  

write to ContactUs@energica.io     

 

For further information on our capabilities and to learn about our products, solutions 

www.energica.io  
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